
Poisoning effort ratio
0 0.02 0.04 0.06 0.08 0.1

N
um

be
r o

f t
ria

ls

0

20

40

60

80

100

120

140

160

180

Success rate =100%

Poisoning effort ratio
0 0.005 0.01 0.015 0.02 0.025

N
um

be
r o

f t
ria

ls

0

20

40

60

80

100

120

Success rate =100%

Poisoning effort ratio
0.015 0.02 0.025 0.03 0.035 0.04 0.045 0.05

N
um

be
r o

f t
ria

ls

0

20

40

60

80

100

120

140

Success rate =100%

Time
10

0
10

1
10

2
10

3
10

4
10

5

C
os

t

0

1

2

3

4

5

6

7

8

9

10

ACE,∆=1
Jun,∆=1
ACE,∆=0.5
Jun,∆=0.5
ACE,∆=0.2
Jun,∆=0.2

Time
10

0
10

1
10

2
10

3
10

4
10

5

C
os

t

0

50

100

150

200

250

ACE,∆=1
Jun,∆=1
ACE,∆=0.5
Jun,∆=0.5
ACE,∆=0.2
Jun,∆=0.2

Time
10

0
10

1
10

2
10

3
10

4
10

5

C
os

t

0

1

2

3

4

5

6

ACE,∆=1
ACE,∆=0.5
ACE,∆=0.2

bandit
environment

attacker

bandit
algorithm

at
<latexit sha1_base64="n4fYNZoWf+O7SE01lOy5ILQCY/k=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG8FPXisaGyhDWWz3bRLN5uwOxFK6E/w4kHFq//Im//GbZuDtj4YeLw3w8y8MJXCoOt+O6WV1bX1jfJmZWt7Z3evun/waJJMM+6zRCa6HVLDpVDcR4GSt1PNaRxK3gpH11O/9cS1EYl6wHHKg5gOlIgEo2ile9rDXrXm1t0ZyDLxClKDAs1e9avbT1gWc4VMUmM6nptikFONgkk+qXQzw1PKRnTAO5YqGnMT5LNTJ+TEKn0SJdqWQjJTf0/kNDZmHIe2M6Y4NIveVPzP62QYXQa5UGmGXLH5oiiTBBMy/Zv0heYM5dgSyrSwtxI2pJoytOlUbAje4svLxD+rX9Xdu/Na46ZIowxHcAyn4MEFNOAWmuADgwE8wyu8OdJ5cd6dj3lrySlmDuEPnM8fvBONoQ==</latexit><latexit sha1_base64="n4fYNZoWf+O7SE01lOy5ILQCY/k=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG8FPXisaGyhDWWz3bRLN5uwOxFK6E/w4kHFq//Im//GbZuDtj4YeLw3w8y8MJXCoOt+O6WV1bX1jfJmZWt7Z3evun/waJJMM+6zRCa6HVLDpVDcR4GSt1PNaRxK3gpH11O/9cS1EYl6wHHKg5gOlIgEo2ile9rDXrXm1t0ZyDLxClKDAs1e9avbT1gWc4VMUmM6nptikFONgkk+qXQzw1PKRnTAO5YqGnMT5LNTJ+TEKn0SJdqWQjJTf0/kNDZmHIe2M6Y4NIveVPzP62QYXQa5UGmGXLH5oiiTBBMy/Zv0heYM5dgSyrSwtxI2pJoytOlUbAje4svLxD+rX9Xdu/Na46ZIowxHcAyn4MEFNOAWmuADgwE8wyu8OdJ5cd6dj3lrySlmDuEPnM8fvBONoQ==</latexit><latexit sha1_base64="n4fYNZoWf+O7SE01lOy5ILQCY/k=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG8FPXisaGyhDWWz3bRLN5uwOxFK6E/w4kHFq//Im//GbZuDtj4YeLw3w8y8MJXCoOt+O6WV1bX1jfJmZWt7Z3evun/waJJMM+6zRCa6HVLDpVDcR4GSt1PNaRxK3gpH11O/9cS1EYl6wHHKg5gOlIgEo2ile9rDXrXm1t0ZyDLxClKDAs1e9avbT1gWc4VMUmM6nptikFONgkk+qXQzw1PKRnTAO5YqGnMT5LNTJ+TEKn0SJdqWQjJTf0/kNDZmHIe2M6Y4NIveVPzP62QYXQa5UGmGXLH5oiiTBBMy/Zv0heYM5dgSyrSwtxI2pJoytOlUbAje4svLxD+rX9Xdu/Na46ZIowxHcAyn4MEFNOAWmuADgwE8wyu8OdJ5cd6dj3lrySlmDuEPnM8fvBONoQ==</latexit>

data buffer 
of size T

(at, rt)
<latexit sha1_base64="r1y+/ytPOgSm2sVtU7+i07T0+NE=">AAAB73icbVBNS8NAEN34WetX1aOXxSJUkJKIoN4KevBYwdhKG8Jmu2mX7m7C7kQoob/CiwcVr/4db/4bt20O2vpg4PHeDDPzolRwA6777Swtr6yurZc2yptb2zu7lb39B5NkmjKfJiLR7YgYJrhiPnAQrJ1qRmQkWCsaXk/81hPThifqHkYpCyTpKx5zSsBKjzUSwqkO4SSsVN26OwVeJF5BqqhAM6x8dXsJzSRTQAUxpuO5KQQ50cCpYONyNzMsJXRI+qxjqSKSmSCfHjzGx1bp4TjRthTgqfp7IifSmJGMbKckMDDz3kT8z+tkEF8GOVdpBkzR2aI4ExgSPPke97hmFMTIEkI1t7diOiCaULAZlW0I3vzLi8Q/q1/V3bvzauOmSKOEDtERqiEPXaAGukVN5COKJHpGr+jN0c6L8+58zFqXnGLmAP2B8/kDTJmPnw==</latexit><latexit sha1_base64="r1y+/ytPOgSm2sVtU7+i07T0+NE=">AAAB73icbVBNS8NAEN34WetX1aOXxSJUkJKIoN4KevBYwdhKG8Jmu2mX7m7C7kQoob/CiwcVr/4db/4bt20O2vpg4PHeDDPzolRwA6777Swtr6yurZc2yptb2zu7lb39B5NkmjKfJiLR7YgYJrhiPnAQrJ1qRmQkWCsaXk/81hPThifqHkYpCyTpKx5zSsBKjzUSwqkO4SSsVN26OwVeJF5BqqhAM6x8dXsJzSRTQAUxpuO5KQQ50cCpYONyNzMsJXRI+qxjqSKSmSCfHjzGx1bp4TjRthTgqfp7IifSmJGMbKckMDDz3kT8z+tkEF8GOVdpBkzR2aI4ExgSPPke97hmFMTIEkI1t7diOiCaULAZlW0I3vzLi8Q/q1/V3bvzauOmSKOEDtERqiEPXaAGukVN5COKJHpGr+jN0c6L8+58zFqXnGLmAP2B8/kDTJmPnw==</latexit><latexit sha1_base64="r1y+/ytPOgSm2sVtU7+i07T0+NE=">AAAB73icbVBNS8NAEN34WetX1aOXxSJUkJKIoN4KevBYwdhKG8Jmu2mX7m7C7kQoob/CiwcVr/4db/4bt20O2vpg4PHeDDPzolRwA6777Swtr6yurZc2yptb2zu7lb39B5NkmjKfJiLR7YgYJrhiPnAQrJ1qRmQkWCsaXk/81hPThifqHkYpCyTpKx5zSsBKjzUSwqkO4SSsVN26OwVeJF5BqqhAM6x8dXsJzSRTQAUxpuO5KQQ50cCpYONyNzMsJXRI+qxjqSKSmSCfHjzGx1bp4TjRthTgqfp7IifSmJGMbKckMDDz3kT8z+tkEF8GOVdpBkzR2aI4ExgSPPke97hmFMTIEkI1t7diOiCaULAZlW0I3vzLi8Q/q1/V3bvzauOmSKOEDtERqiEPXaAGukVN5COKJHpGr+jN0c6L8+58zFqXnGLmAP2B8/kDTJmPnw==</latexit>

{~✏a}
<latexit sha1_base64="mpcOlGBIdMliJgvQ36wbdhK6GAQ=">AAAB/HicbVBNS8NAEN3Ur1q/4sfNS7AInkoqgnorevFYwWihCWGznbRLN7thd1OoIfhXvHhQ8eoP8ea/cdvmoK0PBh7vzTAzL0oZVdp1v63K0vLK6lp1vbaxubW9Y+/u3SuRSQIeEUzIToQVMMrB01Qz6KQScBIxeIiG1xP/YQRSUcHv9DiFIMF9TmNKsDZSaB/4uT8CkvuQKsoEL0LsF6FddxvuFM4iaZakjkq0Q/vL7wmSJcA1YVipbtNNdZBjqSlhUNT8TEGKyRD3oWsoxwmoIJ9eXzjHRuk5sZCmuHam6u+JHCdKjZPIdCZYD9S8NxH/87qZji+CnPI008DJbFGcMUcLZxKF06MSiGZjQzCR1NzqkAGWmGgTWM2E0Jx/eZF4p43Lhnt7Vm9dlWlU0SE6Qieoic5RC92gNvIQQY/oGb2iN+vJerHerY9Za8UqZ/bRH1ifP8H1lZ4=</latexit><latexit sha1_base64="mpcOlGBIdMliJgvQ36wbdhK6GAQ=">AAAB/HicbVBNS8NAEN3Ur1q/4sfNS7AInkoqgnorevFYwWihCWGznbRLN7thd1OoIfhXvHhQ8eoP8ea/cdvmoK0PBh7vzTAzL0oZVdp1v63K0vLK6lp1vbaxubW9Y+/u3SuRSQIeEUzIToQVMMrB01Qz6KQScBIxeIiG1xP/YQRSUcHv9DiFIMF9TmNKsDZSaB/4uT8CkvuQKsoEL0LsF6FddxvuFM4iaZakjkq0Q/vL7wmSJcA1YVipbtNNdZBjqSlhUNT8TEGKyRD3oWsoxwmoIJ9eXzjHRuk5sZCmuHam6u+JHCdKjZPIdCZYD9S8NxH/87qZji+CnPI008DJbFGcMUcLZxKF06MSiGZjQzCR1NzqkAGWmGgTWM2E0Jx/eZF4p43Lhnt7Vm9dlWlU0SE6Qieoic5RC92gNvIQQY/oGb2iN+vJerHerY9Za8UqZ/bRH1ifP8H1lZ4=</latexit><latexit sha1_base64="mpcOlGBIdMliJgvQ36wbdhK6GAQ=">AAAB/HicbVBNS8NAEN3Ur1q/4sfNS7AInkoqgnorevFYwWihCWGznbRLN7thd1OoIfhXvHhQ8eoP8ea/cdvmoK0PBh7vzTAzL0oZVdp1v63K0vLK6lp1vbaxubW9Y+/u3SuRSQIeEUzIToQVMMrB01Qz6KQScBIxeIiG1xP/YQRSUcHv9DiFIMF9TmNKsDZSaB/4uT8CkvuQKsoEL0LsF6FddxvuFM4iaZakjkq0Q/vL7wmSJcA1YVipbtNNdZBjqSlhUNT8TEGKyRD3oWsoxwmoIJ9eXzjHRuk5sZCmuHam6u+JHCdKjZPIdCZYD9S8NxH/87qZji+CnPI008DJbFGcMUcLZxKF06MSiGZjQzCR1NzqkAGWmGgTWM2E0Jx/eZF4p43Lhnt7Vm9dlWlU0SE6Qieoic5RC92gNvIQQY/oGb2iN+vJerHerY9Za8UqZ/bRH1ifP8H1lZ4=</latexit>
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<latexit sha1_base64="n4fYNZoWf+O7SE01lOy5ILQCY/k=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG8FPXisaGyhDWWz3bRLN5uwOxFK6E/w4kHFq//Im//GbZuDtj4YeLw3w8y8MJXCoOt+O6WV1bX1jfJmZWt7Z3evun/waJJMM+6zRCa6HVLDpVDcR4GSt1PNaRxK3gpH11O/9cS1EYl6wHHKg5gOlIgEo2ile9rDXrXm1t0ZyDLxClKDAs1e9avbT1gWc4VMUmM6nptikFONgkk+qXQzw1PKRnTAO5YqGnMT5LNTJ+TEKn0SJdqWQjJTf0/kNDZmHIe2M6Y4NIveVPzP62QYXQa5UGmGXLH5oiiTBBMy/Zv0heYM5dgSyrSwtxI2pJoytOlUbAje4svLxD+rX9Xdu/Na46ZIowxHcAyn4MEFNOAWmuADgwE8wyu8OdJ5cd6dj3lrySlmDuEPnM8fvBONoQ==</latexit><latexit sha1_base64="n4fYNZoWf+O7SE01lOy5ILQCY/k=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG8FPXisaGyhDWWz3bRLN5uwOxFK6E/w4kHFq//Im//GbZuDtj4YeLw3w8y8MJXCoOt+O6WV1bX1jfJmZWt7Z3evun/waJJMM+6zRCa6HVLDpVDcR4GSt1PNaRxK3gpH11O/9cS1EYl6wHHKg5gOlIgEo2ile9rDXrXm1t0ZyDLxClKDAs1e9avbT1gWc4VMUmM6nptikFONgkk+qXQzw1PKRnTAO5YqGnMT5LNTJ+TEKn0SJdqWQjJTf0/kNDZmHIe2M6Y4NIveVPzP62QYXQa5UGmGXLH5oiiTBBMy/Zv0heYM5dgSyrSwtxI2pJoytOlUbAje4svLxD+rX9Xdu/Na46ZIowxHcAyn4MEFNOAWmuADgwE8wyu8OdJ5cd6dj3lrySlmDuEPnM8fvBONoQ==</latexit><latexit sha1_base64="n4fYNZoWf+O7SE01lOy5ILQCY/k=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG8FPXisaGyhDWWz3bRLN5uwOxFK6E/w4kHFq//Im//GbZuDtj4YeLw3w8y8MJXCoOt+O6WV1bX1jfJmZWt7Z3evun/waJJMM+6zRCa6HVLDpVDcR4GSt1PNaRxK3gpH11O/9cS1EYl6wHHKg5gOlIgEo2ile9rDXrXm1t0ZyDLxClKDAs1e9avbT1gWc4VMUmM6nptikFONgkk+qXQzw1PKRnTAO5YqGnMT5LNTJ+TEKn0SJdqWQjJTf0/kNDZmHIe2M6Y4NIveVPzP62QYXQa5UGmGXLH5oiiTBBMy/Zv0heYM5dgSyrSwtxI2pJoytOlUbAje4svLxD+rX9Xdu/Na46ZIowxHcAyn4MEFNOAWmuADgwE8wyu8OdJ5cd6dj3lrySlmDuEPnM8fvBONoQ==</latexit>

rt
<latexit sha1_base64="aJWoNEKSmfY/GuVKx+UT0c8QNVQ=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG8FPXisaGyhDWWz3bRLN5uwOxFK6E/w4kHFq//Im//GbZuDtj4YeLw3w8y8MJXCoOt+O6WV1bX1jfJmZWt7Z3evun/waJJMM+6zRCa6HVLDpVDcR4GSt1PNaRxK3gpH11O/9cS1EYl6wHHKg5gOlIgEo2ile93DXrXm1t0ZyDLxClKDAs1e9avbT1gWc4VMUmM6nptikFONgkk+qXQzw1PKRnTAO5YqGnMT5LNTJ+TEKn0SJdqWQjJTf0/kNDZmHIe2M6Y4NIveVPzP62QYXQa5UGmGXLH5oiiTBBMy/Zv0heYM5dgSyrSwtxI2pJoytOlUbAje4svLxD+rX9Xdu/Na46ZIowxHcAyn4MEFNOAWmuADgwE8wyu8OdJ5cd6dj3lrySlmDuEPnM8f1eiNsg==</latexit><latexit sha1_base64="aJWoNEKSmfY/GuVKx+UT0c8QNVQ=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG8FPXisaGyhDWWz3bRLN5uwOxFK6E/w4kHFq//Im//GbZuDtj4YeLw3w8y8MJXCoOt+O6WV1bX1jfJmZWt7Z3evun/waJJMM+6zRCa6HVLDpVDcR4GSt1PNaRxK3gpH11O/9cS1EYl6wHHKg5gOlIgEo2ile93DXrXm1t0ZyDLxClKDAs1e9avbT1gWc4VMUmM6nptikFONgkk+qXQzw1PKRnTAO5YqGnMT5LNTJ+TEKn0SJdqWQjJTf0/kNDZmHIe2M6Y4NIveVPzP62QYXQa5UGmGXLH5oiiTBBMy/Zv0heYM5dgSyrSwtxI2pJoytOlUbAje4svLxD+rX9Xdu/Na46ZIowxHcAyn4MEFNOAWmuADgwE8wyu8OdJ5cd6dj3lrySlmDuEPnM8f1eiNsg==</latexit><latexit sha1_base64="aJWoNEKSmfY/GuVKx+UT0c8QNVQ=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG8FPXisaGyhDWWz3bRLN5uwOxFK6E/w4kHFq//Im//GbZuDtj4YeLw3w8y8MJXCoOt+O6WV1bX1jfJmZWt7Z3evun/waJJMM+6zRCa6HVLDpVDcR4GSt1PNaRxK3gpH11O/9cS1EYl6wHHKg5gOlIgEo2ile93DXrXm1t0ZyDLxClKDAs1e9avbT1gWc4VMUmM6nptikFONgkk+qXQzw1PKRnTAO5YqGnMT5LNTJ+TEKn0SJdqWQjJTf0/kNDZmHIe2M6Y4NIveVPzP62QYXQa5UGmGXLH5oiiTBBMy/Zv0heYM5dgSyrSwtxI2pJoytOlUbAje4svLxD+rX9Xdu/Na46ZIowxHcAyn4MEFNOAWmuADgwE8wyu8OdJ5cd6dj3lrySlmDuEPnM8f1eiNsg==</latexit>

r0t
<latexit sha1_base64="M4U/nIcl+4wFd/lEwQX+vN/2DtA=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbRU0lFUG8FPXisYGyhDWWz3bRLd5OwOxFK6F/w4kHFq7/Im//GTZuDtj4YeLw3w8y8IJHCoOt+O6WV1bX1jfJmZWt7Z3evun/waOJUM+6xWMa6E1DDpYi4hwIl7ySaUxVI3g7GN7nffuLaiDh6wEnCfUWHkQgFo5hL+rSP/WrNrbszkGXSKEgNCrT61a/eIGap4hEySY3pNtwE/YxqFEzyaaWXGp5QNqZD3rU0ooobP5vdOiUnVhmQMNa2IiQz9fdERpUxExXYTkVxZBa9XPzP66YYXvmZiJIUecTmi8JUEoxJ/jgZCM0ZyokllGlhbyVsRDVlaOOp2BAaiy8vE++8fl137y9qzdsijTIcwTGcQQMuoQl30AIPGIzgGV7hzVHOi/PufMxbS04xcwh/4Hz+ADaTjeM=</latexit><latexit sha1_base64="M4U/nIcl+4wFd/lEwQX+vN/2DtA=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbRU0lFUG8FPXisYGyhDWWz3bRLd5OwOxFK6F/w4kHFq7/Im//GTZuDtj4YeLw3w8y8IJHCoOt+O6WV1bX1jfJmZWt7Z3evun/waOJUM+6xWMa6E1DDpYi4hwIl7ySaUxVI3g7GN7nffuLaiDh6wEnCfUWHkQgFo5hL+rSP/WrNrbszkGXSKEgNCrT61a/eIGap4hEySY3pNtwE/YxqFEzyaaWXGp5QNqZD3rU0ooobP5vdOiUnVhmQMNa2IiQz9fdERpUxExXYTkVxZBa9XPzP66YYXvmZiJIUecTmi8JUEoxJ/jgZCM0ZyokllGlhbyVsRDVlaOOp2BAaiy8vE++8fl137y9qzdsijTIcwTGcQQMuoQl30AIPGIzgGV7hzVHOi/PufMxbS04xcwh/4Hz+ADaTjeM=</latexit><latexit sha1_base64="M4U/nIcl+4wFd/lEwQX+vN/2DtA=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbRU0lFUG8FPXisYGyhDWWz3bRLd5OwOxFK6F/w4kHFq7/Im//GTZuDtj4YeLw3w8y8IJHCoOt+O6WV1bX1jfJmZWt7Z3evun/waOJUM+6xWMa6E1DDpYi4hwIl7ySaUxVI3g7GN7nffuLaiDh6wEnCfUWHkQgFo5hL+rSP/WrNrbszkGXSKEgNCrT61a/eIGap4hEySY3pNtwE/YxqFEzyaaWXGp5QNqZD3rU0ooobP5vdOiUnVhmQMNa2IiQz9fdERpUxExXYTkVxZBa9XPzP66YYXvmZiJIUecTmi8JUEoxJ/jgZCM0ZyokllGlhbyVsRDVlaOOp2BAaiy8vE++8fl137y9qzdsijTIcwTGcQQMuoQl30AIPGIzgGV7hzVHOi/PufMxbS04xcwh/4Hz+ADaTjeM=</latexit>

✏t
<latexit sha1_base64="C0DSr42QQirtGnNmo4v9xBW/bPQ=">AAAB8HicbVBNS8NAEN3Ur1q/qh69LBbBU0lEUG8FPXisYGyxDWWznbRLN5uwOxFK6L/w4kHFqz/Hm//GbZuDtj4YeLw3w8y8MJXCoOt+O6WV1bX1jfJmZWt7Z3evun/wYJJMc/B5IhPdDpkBKRT4KFBCO9XA4lBCKxxdT/3WE2gjEnWP4xSCmA2UiARnaKXHLqRGyET1sFetuXV3BrpMvILUSIFmr/rV7Sc8i0Ehl8yYjuemGORMo+ASJpVuZiBlfMQG0LFUsRhMkM8untATq/RplGhbCulM/T2Rs9iYcRzazpjh0Cx6U/E/r5NhdBnkQqUZguLzRVEmKSZ0+j7tCw0c5dgSxrWwt1I+ZJpxtCFVbAje4svLxD+rX9Xdu/Na46ZIo0yOyDE5JR65IA1yS5rEJ5wo8kxeyZtjnBfn3fmYt5acYuaQ/IHz+QNIkZDc</latexit><latexit sha1_base64="C0DSr42QQirtGnNmo4v9xBW/bPQ=">AAAB8HicbVBNS8NAEN3Ur1q/qh69LBbBU0lEUG8FPXisYGyxDWWznbRLN5uwOxFK6L/w4kHFqz/Hm//GbZuDtj4YeLw3w8y8MJXCoOt+O6WV1bX1jfJmZWt7Z3evun/wYJJMc/B5IhPdDpkBKRT4KFBCO9XA4lBCKxxdT/3WE2gjEnWP4xSCmA2UiARnaKXHLqRGyET1sFetuXV3BrpMvILUSIFmr/rV7Sc8i0Ehl8yYjuemGORMo+ASJpVuZiBlfMQG0LFUsRhMkM8untATq/RplGhbCulM/T2Rs9iYcRzazpjh0Cx6U/E/r5NhdBnkQqUZguLzRVEmKSZ0+j7tCw0c5dgSxrWwt1I+ZJpxtCFVbAje4svLxD+rX9Xdu/Na46ZIo0yOyDE5JR65IA1yS5rEJ5wo8kxeyZtjnBfn3fmYt5acYuaQ/IHz+QNIkZDc</latexit><latexit sha1_base64="C0DSr42QQirtGnNmo4v9xBW/bPQ=">AAAB8HicbVBNS8NAEN3Ur1q/qh69LBbBU0lEUG8FPXisYGyxDWWznbRLN5uwOxFK6L/w4kHFqz/Hm//GbZuDtj4YeLw3w8y8MJXCoOt+O6WV1bX1jfJmZWt7Z3evun/wYJJMc/B5IhPdDpkBKRT4KFBCO9XA4lBCKxxdT/3WE2gjEnWP4xSCmA2UiARnaKXHLqRGyET1sFetuXV3BrpMvILUSIFmr/rV7Sc8i0Ehl8yYjuemGORMo+ASJpVuZiBlfMQG0LFUsRhMkM8untATq/RplGhbCulM/T2Rs9iYcRzazpjh0Cx6U/E/r5NhdBnkQqUZguLzRVEmKSZ0+j7tCw0c5dgSxrWwt1I+ZJpxtCFVbAje4svLxD+rX9Xdu/Na46ZIo0yOyDE5JR65IA1yS5rEJ5wo8kxeyZtjnBfn3fmYt5acYuaQ/IHz+QNIkZDc</latexit>
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Background

Data Poisoning Attacks

Data poisoning attacks on stochastic bandits:
§ At time t, the learner chooses an action at from K actions
§ The environment outputs an i.i.d. reward rt drawn from at
§ The attacker observes (at, rt) and decides
§ The learner observes the poisoned feedback
Attacker Performance measure:
§ Target arm a*, suboptimal (WLOG)
§ Number of playing a*, in expectation

or with high probability ( )
§ Attack cost is sublinear in T:

Learner suffers a linear regret if the attacker succeeds:
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Experiments

Online Attacks

πt = αt
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Post-attack empirical mean:
Quadratic program with linear constraints

reward

learnerenvironment

action

Adversarial learning has been well-studied in deep learning
How robust are bandit learning?
§ They are vulnerable in some cases [1, 2]
§ Behavior be hijacked by the attacker
§ If under attack, hard to recognize
There is an urge to understand
§ How does attack work?
§ Is there any robust bandit algorithm?
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C(T ) =

 
TX

t=1

|✏t|p
!1/p
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-greedy algorithm:

play action

✏
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at =

(
A, ↵t

argmaxa2A µ̃a(t� 1),
.
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UCB algorithm:
at = argmax

a2A
ua(t) := µ̃a(t� 1) + 3�

s
log t

Na(t� 1)

.
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Quadratic program with linear constraints

P2 : min
~✏a:a2A

X

a2A
||~✏a||22

s.t. ua⇤(T + 1) � ua(T + 1) + ⇠, 8a 6= a⇤
<latexit sha1_base64="oytHIZmgBhrdFcAfkbquGvpF32Y="></latexit><latexit sha1_base64="oytHIZmgBhrdFcAfkbquGvpF32Y="></latexit><latexit sha1_base64="oytHIZmgBhrdFcAfkbquGvpF32Y="></latexit>

P1 : min
~✏a:a2A

X

a2A
||~✏a||22

s.t. µ̃a⇤(T ) � µ̃a(T ) + ⇠, 8a 6= a⇤
<latexit sha1_base64="le0CiDxaOK23qmxHf+cwMh4xHsw="></latexit><latexit sha1_base64="le0CiDxaOK23qmxHf+cwMh4xHsw="></latexit><latexit sha1_base64="le0CiDxaOK23qmxHf+cwMh4xHsw="></latexit>

Thomson Sampling:

Quadratic program with convex constraints

at = argmax

a2A
✓a(t) ⇠ N (µ̃a(t� 1)/�2,�2/Na(t� 1))

<latexit sha1_base64="/ba5SGRTwQUuqCstA+/QkyxOkQA="></latexit><latexit sha1_base64="/ba5SGRTwQUuqCstA+/QkyxOkQA="></latexit><latexit sha1_base64="/ba5SGRTwQUuqCstA+/QkyxOkQA="></latexit>

P3 : min
~✏a:a2A

X

a2A
||~✏a||22

s.t.
X

a 6=a⇤

�

 
µ̃a(T )� µ̃a⇤(T )

�3
p
1/ma + 1/ma⇤

!
 �

µ̃a(T )� µ̃a⇤(T )  0, 8a 6= a⇤
<latexit sha1_base64="kaxZxBihpglYYYeVsXpkKiNtR9g="></latexit><latexit sha1_base64="kaxZxBihpglYYYeVsXpkKiNtR9g="></latexit><latexit sha1_base64="kaxZxBihpglYYYeVsXpkKiNtR9g="></latexit>

Oracle attacks:
✏t = � {at 6= a⇤}[µat � µa⇤ + ⇠]+

<latexit sha1_base64="wWMx5M0XsgXSwFciozHG3d9sTic="></latexit><latexit sha1_base64="wWMx5M0XsgXSwFciozHG3d9sTic="></latexit><latexit sha1_base64="wWMx5M0XsgXSwFciozHG3d9sTic="></latexit>

Not practical due to unknown expectations
(Prop. 1 in [1]) Assume that the bandit algorithm achieves
an O(log T) regret. Then the oracle attack succeeds and the
expected attack cost is O(

P
i 6=a⇤ [µi � µa⇤

+ ⇠]+ log T )
<latexit sha1_base64="O8A2wtRgMQDfoUr8KReUB5i7zyU="></latexit><latexit sha1_base64="O8A2wtRgMQDfoUr8KReUB5i7zyU="></latexit><latexit sha1_base64="O8A2wtRgMQDfoUr8KReUB5i7zyU="></latexit>

Adaptive attack by constant estimation:

Where is decreasing in n

Pre-attack empirical mean:
Theorem. Assume that the bandit algorithm achieves an
O(log T) regret. Then the oracle attack succeeds and the
expected attack cost is

✏t = � {at 6= a⇤}[µ̂at(t)� µ̂a⇤(t) + �(Nat(t)) + �(Na⇤(t))]+
<latexit sha1_base64="ECk6OqEP0Ook5WbbrN3kTaZuEKI="></latexit><latexit sha1_base64="ECk6OqEP0Ook5WbbrN3kTaZuEKI="></latexit><latexit sha1_base64="ECk6OqEP0Ook5WbbrN3kTaZuEKI="></latexit>

�(n) =

r
2�2

n
log

⇡2Kn2

3�
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µ̂a(t)
<latexit sha1_base64="cDn0zifUKtO+fl7/8MwNav4nCxY=">AAAB9HicbVBNS8NAEN34WetX1aOXxSLUS0lEUG8FPXisYGyhiWWz3bRLdzdhd6KU0P/hxYOKV3+MN/+N2zYHbX0w8Hhvhpl5USq4Adf9dpaWV1bX1ksb5c2t7Z3dyt7+vUkyTZlPE5HodkQME1wxHzgI1k41IzISrBUNryZ+65FpwxN1B6OUhZL0FY85JWClh2BAIA9kNu6SGpx0K1W37k6BF4lXkCoq0OxWvoJeQjPJFFBBjOl4bgphTjRwKti4HGSGpYQOSZ91LFVEMhPm06vH+NgqPRwn2pYCPFV/T+REGjOSke2UBAZm3puI/3mdDOKLMOcqzYApOlsUZwJDgicR4B7XjIIYWUKo5vZWTAdEEwo2qLINwZt/eZH4p/XLunt7Vm1cF2mU0CE6QjXkoXPUQDeoiXxEkUbP6BW9OU/Oi/PufMxal5xi5gD9gfP5A7Mkki8=</latexit><latexit sha1_base64="cDn0zifUKtO+fl7/8MwNav4nCxY=">AAAB9HicbVBNS8NAEN34WetX1aOXxSLUS0lEUG8FPXisYGyhiWWz3bRLdzdhd6KU0P/hxYOKV3+MN/+N2zYHbX0w8Hhvhpl5USq4Adf9dpaWV1bX1ksb5c2t7Z3dyt7+vUkyTZlPE5HodkQME1wxHzgI1k41IzISrBUNryZ+65FpwxN1B6OUhZL0FY85JWClh2BAIA9kNu6SGpx0K1W37k6BF4lXkCoq0OxWvoJeQjPJFFBBjOl4bgphTjRwKti4HGSGpYQOSZ91LFVEMhPm06vH+NgqPRwn2pYCPFV/T+REGjOSke2UBAZm3puI/3mdDOKLMOcqzYApOlsUZwJDgicR4B7XjIIYWUKo5vZWTAdEEwo2qLINwZt/eZH4p/XLunt7Vm1cF2mU0CE6QjXkoXPUQDeoiXxEkUbP6BW9OU/Oi/PufMxal5xi5gD9gfP5A7Mkki8=</latexit><latexit sha1_base64="cDn0zifUKtO+fl7/8MwNav4nCxY=">AAAB9HicbVBNS8NAEN34WetX1aOXxSLUS0lEUG8FPXisYGyhiWWz3bRLdzdhd6KU0P/hxYOKV3+MN/+N2zYHbX0w8Hhvhpl5USq4Adf9dpaWV1bX1ksb5c2t7Z3dyt7+vUkyTZlPE5HodkQME1wxHzgI1k41IzISrBUNryZ+65FpwxN1B6OUhZL0FY85JWClh2BAIA9kNu6SGpx0K1W37k6BF4lXkCoq0OxWvoJeQjPJFFBBjOl4bgphTjRwKti4HGSGpYQOSZ91LFVEMhPm06vH+NgqPRwn2pYCPFV/T+REGjOSke2UBAZm3puI/3mdDOKLMOcqzYApOlsUZwJDgicR4B7XjIIYWUKo5vZWTAdEEwo2qLINwZt/eZH4p/XLunt7Vm1cF2mU0CE6QjXkoXPUQDeoiXxEkUbP6BW9OU/Oi/PufMxal5xi5gD9gfP5A7Mkki8=</latexit>

PT
t=1 |✏t|  O

⇣P
a 6=a⇤ ([µa � µa⇤

]

+
+ 4�(1)) log T

⌘
.
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offline, TS

online, greedy

online, UCB

online, TS


